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Welcome to Hospify! 
 
 
 

We’re absolutely delighted to be able to welcome you 
aboard Hospify. We want to do everything we can to make 

your time with us rewarding and productive, and to help that 
end we’ve put together this Staff Handbook. It covers all the 

basic stuff you need to know about how we operate on a 
day-to-basis, and your rights and responsibilities as a part of 

our company. 
 

Please read it immediately upon signing your contract with 
Hospify, review it as necessary, and ask your line manager or 

the CEO, for more information about anything you’re not 
sure about, or which you don’t think is adequately covered 

here. 
 

Hospify, as you will already know, is a company that provides 
secure and compliant messaging services for use in 

healthcare. As such it takes security in general and the 
security of its users very, very seriously. The guidelines this 

Staff Handbook are in large part designed to help make sure 
that security is protected at all times. Please put our users’ 
security and data protection first in everything you do at 

Hospify. 
 

And beyond that all you need to do is work hard,  
be nice, and have fun! 
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The Basics 
 
 

1. Using the Staff Handbook 

1.1 This Staff Handbook sets out the main policies and procedures that you will need to be 
aware of while working for us. You should familiarise yourself with it and comply with it at 
all times. Any questions you may have with regard to its contents or what you have to do 
to comply with it should be referred to your line manager or the CEO. 

1.2 The policies and procedures set out in this handbook apply to all staff unless otherwise 
indicated. They therefore apply to managers, officers, directors, employees, consultants, 
contractors, trainees, homeworkers, part-time and fixed-term employees, casual and 
agency staff and volunteers (collectively referred to as "staff" in this handbook). They do 
not form part of the terms of your contract with us, which are provided to you separately. 
Your contract sets out your job title, hours and place of work, probationary period, salary, 
holidays and holiday pay, sickness absence reporting procedure and sick pay, your 
entitlement to and obligation to give notice to terminate your contract and the duties of 
confidentiality and restrictions that continue to apply after the termination of your 
contract. 

2. Equal Opportunities 

2.1 We are an equal opportunities employer and do not discriminate on the grounds of 
gender, sexual orientation, marital or civil partner status, gender reassignment, race, 
colour, nationality, ethnic or national origin, religion or belief, disability or age. 

3. Responsibility for the Staff Handbook 

3.1 The CEO has overall responsibility for this Staff Handbook and for ensuring that its 
policies and procedures comply with our legal obligations.  

3.2 The Staff Handbook is reviewed regularly to ensure that its provisions continue to meet 
our legal obligations and reflect best practice. 

3.3 Everyone should ensure that they take the time to read and understand the content of 
this handbook and act in accordance with its aims and objectives. Managers must ensure 
all staff understand the standards of behaviour expected of them and to take action 
when behaviour falls below those requirements. 

4. Personal details, home address and next of kin 

4.1 The CEO is responsible for maintaining up-to-date details of the home address and 
emergency contact telephone numbers of each member of our staff. 

4.2 We will request this information when you start work and you should advise of any 
changes straight away. Information is held in confidence and used in accordance with our 
Data Protection Policy (see Schedule 6, below). 
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Schedule 2 
 

Grievance procedure 

 

Informal Procedure 

1. About this procedure 

1.1 Most grievances can be resolved quickly and informally through discussion with your line 
manager or the CEO. You should raise the matter with one or other of them if you feel 
you have been unfairly treated or if you have an issue or Grievance with any aspect of 
your work. If this does not resolve the problem, you should initiate the formal procedure 
set out below. You are encouraged at any stage to seek help from a colleague, trade 
union official or Employee representative (if applicable) if you have communication 
problems, including language difficulties hindering discussions or the preparation of a 
document. 

1.2 This procedure applies to all employees regardless of length of service.  

1.3 This procedure does not form part of any employee's contract of employment. It may be 
amended at any time and we may depart from it depending on the circumstances of any 
case. 

 

Formal Procedure  

The formal procedure exists for when employees wish to raise their Grievance formally and it has 
not been possible to resolve the matter informally. 

2. Step 1: Written grievance 

2.1 You should put your grievance in writing and submit it to your line manager or the CEO. 
If your grievance concerns your line manager or the CEO you may submit it to the Chief 
Financial Officer or a member of the Hospify Board of Directors. 

2.2 The written grievance should set out the nature of the complaint, including any relevant 
facts, dates, and names of individuals involved so that we can investigate it. 

3. Step 2: Meeting 

3.1 We will arrange a grievance meeting, normally within one week of receiving your written 
grievance. You should make every effort to attend. 

3.2 You may bring a companion to the grievance meeting in accordance with your statutory 
right, if you make a reasonable request in advance and tell us the name of your chosen 
companion. The companion may be either a trade union representative or a colleague, 
who will be allowed reasonable paid time off from duties to act as your companion. 

3.3 If you or your companion cannot attend at the time specified you should let us know as 
soon as possible and we will try, within reason, to agree an alternative time. 
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3.4 We may adjourn the meeting if we need to carry out further investigations, after which 
the meeting will usually be reconvened. 

3.5 We will write to you, usually within one week of the last grievance meeting or as soon as 
reasonably possible, to confirm our decision and notify you of any further action that we 
intend to take to resolve the grievance.  

3.6 If it is not possible to reach a decision within one week, we will explain the reasons for the 
delay and let you know within a reasonable time when a decision has been made. 

3.7 If the Grievance is not upheld, then the reason behind the decision will be communicated 
as clear as possible to the Employee and confirmed in writing. 

3.8 We will advise you of your right of appeal. 

4. Step 3: Appeals 

4.1 If the grievance has not been resolved to your satisfaction you may appeal in writing to 
the CEO, stating your full grounds of appeal, within one week of the date on which the 
decision was sent or given to you. 

4.2 We will hold an appeal meeting, normally within two weeks of receiving the appeal. This 
will be dealt with impartially by a manager who, where possible, has not previously been 
involved in the case. You will have a right to bring a companion (see paragraph 3.2). 

4.3 The employee must take all reasonable steps to attend the Appeal meeting. 

4.4 We will confirm our final decision in writing, usually within one week of the appeal 
hearing.  

4.5 If it is not possible to reach a decision within one week, we will explain the reasons for the 
delay and let you know within a reasonable time when a decision has been made. 

4.6 The appeal hearing is the final stage of the Grievance formal procedure. 

4.7 There is no further right of appeal. 
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Schedule 3 
 

Disciplinary and capability procedure 

 

1. About this procedure 

1.1 This procedure is intended to help maintain standards of conduct and performance and 
outline how Hospify ensures fairness and consistency when dealing with allegations of 
misconduct or poor performance. Additionally, the procedure is designed to encourage 
Employees to maintain satisfactory standards of performance and conduct. 

1.2 Minor conduct or performance issues can usually be resolved informally through 
discussions with your line manager. This procedure sets out formal steps to be taken if the 
matter is more serious or cannot be resolved informally. 

1.3 This procedure applies to all employees regardless of length of service. It does not apply 
to agency workers or self-employed contractors. This procedure should ensure that 
employees are dealt with equally, fairly and consistently and that opportunities for 
improvement are provided. In some circumstances, however, the continuing of 
employment is not possible. 

1.4 This procedure does not form part of any employee's contract of employment and we 
may amend it at any time. 

2. Investigations 

2.1 Before any disciplinary hearing is held, the matter will be investigated. Any meetings and 
discussions as part of an investigation are solely for the purpose of fact-finding and no 
disciplinary action will be taken without a disciplinary hearing. 

2.2 In some cases of alleged misconduct, we may need to suspend you from work while we 
carry out the investigation or disciplinary procedure (or both). While suspended, you 
should not visit our premises or contact any of our clients, customers, suppliers, contractors 
or staff, unless authorised to do so. Suspension is not considered to be disciplinary action. 

2.3 At every stage in the procedure employees will be advised of the nature of the complaint 
against them and this will be confirmed in writing. 

3. The hearing 

3.1 We will give you written notice of the hearing, including sufficient information about the 
alleged misconduct or poor performance and its possible consequences to enable you to 
prepare. You will normally be given copies of relevant documents and witness statements. 

3.2 You may be accompanied at the hearing by a trade union representative or a colleague, 
who will be allowed reasonable paid time off to act as your companion, as this is your 
statutory right.  

3.3 You should let us know as early as possible if there are any relevant witnesses you would 
like to attend the hearing or any documents or other evidence you wish to be considered. 
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3.4 We will inform you in writing of our decision, usually within two weeks of the Hearing, or 
within a reasonable time. 

4. Disciplinary action and dismissal 

4.1 If an Employee breaches generally accepted standards relating to conduct, rules or 
performance the following procedure applies. 

4.1.1 Examples of general misconduct (this list is intended as a guide and is not exhaustive; 
Hospify will evaluate each situation on a case by case basis): 

(a) Misrepresenting job application data 

(b) Inappropriate or rude comments to co-workers or customers 

(c) Persistent lateness or absences 

(d) Not completing a piece of work on time 

(e) Not following a manager’s reasonable instruction 

(f) Doing a piece of work incorrectly or carelessly 

(g) Not following workplace procedures or Hospify’s policies properly 

 

Formal Procedure 

The usual penalties for misconduct or poor performance are: 

4.1.2 Stage 1: First written warning or improvement note. Where there are no other active written 
warnings or improvement notes on your disciplinary record, you will usually receive a first 
written warning or improvement note. The first written warning or improvement note will 
give detail of the offence and the improvement required. It will be kept in your employee 
HR file for six months and then deleted. No other copies will be kept. 

4.1.3 Stage 2: Final written warning. In case of further misconduct or failure to improve where 
there is an active first written warning or improvement note on your record, you will usually 
receive a final written warning. This may also be used without a first written warning or 
improvement note for serious cases of misconduct or poor performance. It will be kept in 
your employee HR file for 12 months and then deleted. No other copies will be kept. 

4.1.4 Stage 3: Dismissal or other action. You may be dismissed for further misconduct or failure 
to improve where there is an active final written warning on your record, or for any act of 
gross misconduct. We will inform you in writing, within a reasonable time, with the written 
reasons for dismissal. Examples of gross misconduct are given below (paragraph 6). You 
may also be dismissed without a warning for any act of misconduct or unsatisfactory 
performance during your probationary period. 

We may consider other sanctions short of dismissal, including demotion or redeployment to another 
role (where permitted by your contract), and/or extension of a final written warning with a 
further review period. 
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5. Appeals 

5.1 You may appeal in writing within two weeks of being told of the decision, against any of 
the disciplinary warnings. 

5.2 We will hold an appeal meeting, normally within two weeks of receiving the appeal. The 
appeal hearing will, where possible, be held by someone other than the person who held 
the original hearing. You may bring a colleague or trade union representative with you to 
the appeal hearing. 

5.3 We will inform you in writing of our final decision as soon as possible, usually within two 
weeks of the appeal hearing. There is no further right of appeal. 

6. Gross misconduct 

6.1 Gross misconduct will usually result in dismissal without warning, with no notice or 
payment in lieu of notice (summary dismissal). 

6.2 The following are examples of matters that are normally regarded as gross misconduct 
(this list is intended as a guide and is not exhaustive; Hospify will evaluate each situation 
on a case by case basis):: 

(a) Theft or fraud; 

(b) Physical violence or bullying; 

(c) Deliberate and serious damage to property; 

(d) Serious misuse of the organisation's property or name; 

(e) Serious insubordination; 

(f) Unlawful discrimination or harassment; 

(g) Bringing the organisation into serious disrepute; 

(h) Serious incapability at work brought on by alcohol or illegal drugs; 

(i) Causing loss, damage or injury through serious negligence; 

(j) A serious breach of data or health and safety rules; 

(k) A serious breach of confidence.  



 
 

 
© Hospify Limited 2020 11 

Schedule 4 
 

Health and safety policy 

 

1. About this policy 

1.1 This policy sets out our arrangements for ensuring we meet our health and safety 
obligations to staff and anyone visiting our premises or affected by our work. 

1.2 The CEO has overall responsibility for health and safety and the operation of this policy. 

1.3 This policy does not form part of any employee's contract of employment and we may 
amend it at any time. We will continue to review this policy to ensure it is achieving its 
aims. 

2. Your responsibilities 

2.1 All staff share responsibility for achieving safe working conditions. You must take care of 
your own health and safety and that of others, observe applicable safety rules and follow 
instructions for the safe use of equipment. 

2.2 You should report any health and safety concerns immediately to your line manager or 
the CEO. 

2.3 You must co-operate with managers on health and safety matters, including the 
investigation of any incident. 

2.4 Failure to comply with this policy may be treated as misconduct and dealt with under our 
Disciplinary Procedure. 

3. Information and consultation 

3.1 We will inform and consult directly with all staff regarding health and safety matters. 

4. Training 

4.1 We will ensure that you are given adequate training and supervision to perform your 
work competently and safely. 

4.2 Staff will be given a health and safety induction and provided with appropriate safety 
training.  

5. Equipment 

5.1 You must use equipment in accordance with any instructions given to you. Any equipment 
fault or damage must immediately be reported to your line manager. Do not attempt to 
repair equipment. 

6. Accidents and first aid 

6.1 Details of first aid facilities and the names of trained first aiders are held in the Hospify 
Google Drive under Employees/Health and Safety. 
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6.2 All accidents and injuries at work, however minor, should be reported to the CEO and 
recorded in the Accident Book which is kept in the Hospify GDrive under 
Employees/Health and Safety. 

7. Fire safety 

7.1 All staff should familiarise themselves with the fire safety instructions, which are displayed 
on notice boards and near fire exits in the workplace.  

7.2 If you hear a fire alarm, leave the building immediately by the nearest fire exit and go to 
the fire assembly point shown on the fire safety notices. 

7.3 Fire drills will be held at least every 12 months and must be taken seriously. We also carry 
out regular fire risk assessments and regular checks of fire extinguishers, fire alarms, 
escape routes and emergency lighting. 

8. Risk assessments and measures to control risk 

8.1 We carry out general workplace risk assessments periodically. The purpose is to assess the 
risks to health and safety of employees, visitors and other third parties as a result of our 
activities, and to identify any measures that need to be taken to control those risks. 

9. Computers and display screen equipment 

9.1 If you use a computer screen or other display screen equipment (DSE) as a significant 
part of your work, you are entitled to a workstation assessment and regular eyesight tests 
by an optician at our expense.  

9.2 Further information on workstation assessments, eye tests and the use of DSE can be 
obtained from the CEO. 

10. Vulnerable Employees 

10.1 Hospify will pay particular attention to vulnerable employees, including but not limited to 
women who are pregnant, have recently given birth or who are breastfeeding. However, if 
Hospify carries out a risk assessment and finds that working conditions are not suitable 
for breastfeeding and that no alternative working conditions are available, the company 
may deem it suitable to suspend the employee on Maternity grounds until suitable 
working conditions are made available.  
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Schedule 5 
 

Anti-corruption and bribery policy 

 

1. About this policy 

1.1 It is our policy to conduct all of our business in an honest and ethical manner. We take a 
zero-tolerance approach to bribery and corruption and are committed to acting 
professionally, fairly and with integrity in all our business dealings and relationships.  

1.2 Any employee who breaches this policy will face disciplinary action, which could result in 
dismissal for gross misconduct. Any non-employee who breaches this policy may have 
their contract terminated with immediate effect. 

1.3 This policy does not form part of any employee's contract of employment and we may 
amend it at any time. It will be reviewed regularly. 

2. Who must comply with this policy? 

2.1 This policy applies to all persons working for us or on our behalf in any capacity, 
including employees at all levels, directors, officers, agency workers, seconded workers, 
volunteers, interns, agents, contractors, external consultants, third-party representatives 
and business partners. 

3. What is bribery? 

3.1 "Bribe" means a financial or other inducement or reward for action which is illegal, 
unethical, a breach of trust or improper in any way. Bribes can take the form of money, 
gifts, loans, fees, hospitality, services, discounts, the award of a contract or any other 
advantage or benefit. Bribery and corruption are a punishable offence in the United 
Kingdom for individuals for up to ten years imprisonment and Hospify could face an 
unlimited fine if it has taken part in corruption, therefore it takes its responsibilities very 
seriously. 

3.2 "Bribery" includes offering, promising, giving, accepting or seeking a bribe. 

3.3 All forms of bribery are strictly prohibited. If you are unsure about whether a particular 
act constitutes bribery, raise it with your line manager or the CEO. 

3.4 Specifically, you must not: 

3.4.1 give or offer any payment, gift, hospitality or other benefit in the expectation that a business 
advantage will be received in return, or to reward any business received; 

3.4.2 accept any offer from a third party that you know or suspect is made with the expectation 
that we will provide a business advantage for them or anyone else; 

3.4.3 give or offer any payment (sometimes called a facilitation payment) to a government 
official in any country to facilitate or speed up a routine or necessary procedure. 

3.5 You must not threaten or retaliate against another person who has refused to offer or 
accept a bribe or who has raised concerns about possible bribery or corruption. 



 
 

 
© Hospify Limited 2020 14 

4. Gifts and hospitality 

4.1 This policy does not prohibit the giving or accepting of reasonable and appropriate 
hospitality for legitimate purposes such as building relationships, maintaining our image 
or reputation, or marketing our products and services.  

4.2 A gift or hospitality will not be appropriate if it is unduly lavish or extravagant or could 
be seen as an inducement or reward for any preferential treatment (for example, during 
contractual negotiations or a tender process). 

4.3 Gifts must be of an appropriate type and value depending on the circumstances and 
taking account of the reason for the gift. Gifts must not include cash or cash equivalent 
(such as vouchers), or be given in secret. Gifts must be given in our name, not your name. 

4.4 Promotional gifts of low value such as branded stationery may be given to or accepted 
from existing customers, suppliers and business partners. 

5. Record-keeping 

5.1 You must declare and keep a written record of all hospitality or gifts given or received. 
You must also submit all expenses claims relating to hospitality, gifts or payments to third 
parties in accordance with our expenses policy and record the reason for expenditure.  

5.2 All accounts, invoices, and other records relating to dealings with third parties including 
suppliers and customers should be prepared with strict accuracy and completeness. 
Accounts must not be kept "off-book" to facilitate or conceal improper payments. 

6. How to raise a concern 

6.1 If you are offered a bribe, or are asked to make one, or if you suspect that any bribery, 
corruption or other breach of this policy has occurred or may occur, you must notify your 
line manager or the CEO as soon as possible. 
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Schedule 6 
 

Expenses policy 

 

1. About this policy 

1.1 This policy deals with claims for reimbursement of expenses, including travel, 
accommodation and hospitality of employees.  

1.2 This policy does not form part of any employee's contract of employment and we may 
amend it at any time. 

2. Reimbursement of expenses 

2.1 We will reimburse expenses properly incurred in accordance with this policy. Any attempt 
to claim expenses fraudulently or otherwise in breach of this policy may result in 
disciplinary action. 

2.2 Expenses will only be reimbursed if they are: 

2.2.1 submitted to the CFO via an authorised Expensify report; 

2.2.2 submitted within 28 days of being incurred; 

2.2.3 supported by relevant documents (for example, VAT receipts, tickets, and credit or debit 
card slips); and 

2.2.4 authorised in advance where required. 

2.3 Claims for authorised expenses submitted in accordance with this policy will be paid by 
cheque or directly into your bank/building society account via payroll. 

2.4 Any questions about the reimbursement of expenses should be put to the CEO or the 
CFO before you incur the relevant costs. 

3. Travel expenses 

3.1 We will reimburse the reasonable cost of necessary travel in connection with our business. 
The most economic means of travel should be chosen if practicable and you should use 
existing travelcards or season tickets wherever possible. The following are not treated as 
travel in connection with our business: 

3.1.1 travel between your home and usual place of work; 

3.1.2 travel which is mainly for your own purposes; and 

3.1.3 travel which, while undertaken on our behalf, is similar or equivalent to travel between your 
home and your usual place of work. 

3.2 Trains. We will reimburse the cost of standard class travel on submission of a receipt with 
an expenses’ claim form. 
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3.3 Taxis. We do not expect you to take a taxi when there is public transport available, unless 
it is cost effective due to a significant saving of journey time or the number of staff 
travelling together. A receipt should be obtained for submission with an expenses’ claim 
form. 

3.4 Car. Where it is cost effective for you to use your car for business travel, and you have 
been authorised to do so, you can claim a mileage allowance on proof of mileage. Details 
of the current mileage rates can be obtained from the CFO. You can also claim for any 
necessary parking costs which must be supported by a receipt or the display ticket. 

3.5 Air travel. If you are required to travel by plane in the course of your duties, you should 
discuss travel arrangements with the CEO or the CFO in advance.  

3.6 We will not reimburse penalty fares or fines for parking or driving offences, other than at 
our discretion in exceptional circumstances. 

4. Accommodation and other overnight expenses 

4.1 If you are required to stay away overnight in the course of your duties you should discuss 
accommodation and per diem arrangements with your line manager, the CEO or the 
CFO in advance.  

5. Entertaining  

5.1 You may entertain individuals only where your proposal and an appropriate budget has 
been agreed in writing in advance with your line manager. Receipts must be submitted in 
full along with your expenses claim. 

5.2 You must also ensure that the provision of any such hospitality in the circumstances 
complies with our Anti-Corruption and Bribery Policy. 
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Schedule 7 
 

Media Disposal Policy 

 
 

1. Hospify Limited does not often permit the use of physical media (such as external hard 
drives, flash drives, discs) in conjunction with company computers either for company or 
for personal use.  

 
2. However, there are occasions where the use of physical media is a necessity that cannot 

be avoided. In these circumstances, after the media has been used, it must be handed to 
Internal IT to either be securely wiped or properly disposed of, unless it is part of the 
company’s official back-up programme and directly managed in that case by the CEO or 
CTO. 

 
3. All devices deploying Hospify work profiles must, if possible, have their hard drives 

protected with Windows BitLocker, Apple FileVault or another, equivalent, approved-
password-protected data encryption mechanism. The decryption keys must not be stored, 
printed or copied – all media that is encrypted which cannot be decrypted for any reason 
is considered lost. 

 
4. If media cannot be immediately destroyed, it must be stored securely and tracked via the 

company asset register, held at:  
 
GDrive/Exec Team/Compliance/ISO27001 MASTER DOCUMENTS/ 
7 – Support/ISO27001 HOSPIFY ASSET REGISTER.gsheet 

 
5. Hard drives that are removed from computers or from external enclosures must always 

be securely wiped. For solid-state media, vendor utilities are used to ensure full removal 
of any company data. 

 
6. An internal hard drive or solid-state drive that cannot be wiped due to wear, age or 

other damage must be permanently disabled by physically removing the platters or chips 
from the drive and destroying them before disposal. 

 
7. The use of bootable media is prohibited with exception to operating system installations 

and tests performed by the CEO or CTO. “Auto-run” or “auto-play” should disabled on all 
of your systems, in relation to the automatic start-up of software held on DVDs, USB 
memory sticks, or other remote storage formats. 
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Schedule 8 
 

Clear Desk & Clear Screen Policy 

 
1. To support the delivery of its services Hospify uses Information Technology (IT) to 

manage those services and handle the data within them. Our management of this data is 
contained within our Information Security Management System (ISMS) which is 
ISO27001:2017 compliant. 

 
2. To ensure that customer and company confidential information is not exposed to visitors 

or prying eyes, staff must adhere to this, the company’s Clear Desk & Clear Screen Policy, 
which is to ensure that no paperwork is exposed on desks and no sensitive material 
relating to company operations or data of any kind is displayed on screens that might be 
viewed by non-authorised individuals. 

 
3. Any client confidential information must be kept electronically. Where this is not possible 

– for example when Clients give originals that for some reason cannot be scanned 
electronically – they must be kept in a locked drawer. Hospify’s CEO, CTO and CFO 
have access to these locked areas. 
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Schedule 9 
 

Password Policy 

 
 

1. All company systems require password, biometrics or PIN codes for access. This is 
controlled by the CEO and CTO. 

 
2. All devices deploying Hospify work profiles must be protected by approved standard 

passwords, biometrics or PIN codes, and operate automatic, approved-password-
protected, biometric- or PIN-code-protected screen lock, sleep or screensaver modes after 
being left idle for a maximum of 10 minutes (see also: ISO27001 HOSPIFY Bring Your 
Own Device Policy). 
 

3. Where technically possible, two-factor authentication should also be enabled for all 
administrative accounts. 

 
4. Strict password configuration policies are in place, with users required to use non-

guessable passwords with a minimum of 8 characters set with characters, numbers and 
upper- and lowercase letters.  

 
5. Passwords must not be written down, can only be stored in an authorised online personal 

password store, and must only be shared on a need-to-know basis, and then only face-to-
face, via encrypted email, or via the Hospify app itself. Approved password are listed on 
the Approved Password Stores areas of the ISO27001 HOSPIFY Asset Register, held at:  
 
GDrive/Exec Team/Compliance/ISO27001 MASTER DOCUMENTS/ 
7 – Support/ISO27001 HOSPIFY ASSET REGISTER.gsheet 
 

6. Credentials required to access the Hospify servers are live keys held by CTO and CEO 
only in a KeyPass offline cryptographic locker stored on an AES256 encrypted hard-drive 
protected with a 12-digit password. The decryption keys must not be stored, printed or 
copied – all media that is encrypted which cannot be decrypted for any reason is 
considered lost.  

 
7. Any authorised back-ups of company data must be stored on an AES256 encrypted 

hard-drive protected with a 12-digit password. The decryption keys must not be stored, 
printed or copied – all media that is encrypted which cannot be decrypted for any reason 
is considered lost.  
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Schedule 10 
 

Software Development & Release Procedures 

 
 

1. Hospify maintains a system of gated commits (Git); no code can be committed to the 
release branch without sign-off by CTO or specified senior developer. 

 
2. All development testing is done on a separate branch that has no access to live data. 
 
3. The Staff Handbook and induction procedures specify that 

executives/suppliers/employees managing release code should be specifically alert for 
malicious code inserts. 

 
4. Employees or contractors managing and reviewing release code should be specifically 

alert for malicious code submission when signing off code for release. 
 
5. All final releases of Hospify App versions to the Apple Appstore or Google Play store 

must be authorised by the CTO or CEO. 
 
6. The ANSI set of values used to represent characters in digital computers is used for all 

systems developed. 
 
7. For ease of access by both employees and contractors, all rules regarding software 

development and release best practice, including coding guidelines, are stored in 
Hospify’s Microsoft Visual Studio Developer WIKI 

 
 
A copy of these is included in as a schedule in the Hospify Information Security Policy, held at: 

GDrive/Exec Team/Compliance/ISO27001 MASTER DOCUMENTS/ISO 27001 HOSPIFY 
Information Security Policy.docx 
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Schedule 11 
 

Bring Your Own Device (BYOD) Policy 

 
 

1. Bring Your Own Device (“BYOD”): the use of equipment not issued by Hospify to access 
Hospify services, store or process Hospify information or perform work for on behalf of 
Hospify. 
 

2. Staff and contractors are encouraged to use their own devices in their course of their 
work for the company if the guidelines in this policy are adhered to. Staff may be also be 
offered Hospify equipment. 
 

3. All installations of software owned by the company must take place within specified 
Hospify-only profiles on Windows, Mac and Linux machines and on Android and Apple 
tablets or phones.  

 
4. Hospify work profiles on personally owned devices must be logged with the Information 

Security Officer, listed on the company Asset Register, and deleted with all software and 
data removed when the individual ceases using the device in question and/or ceases 
involvement with the company.  

 
5. All devices deploying Hospify work profiles must be protected by approved standard 

passwords, biometrics or PIN codes, and operate automatic, approved-password-
protected, biometric- or PIN-code-protected screen lock, sleep or screensaver modes after 
being left idle for a maximum of 10 minutes (see also: ISO27001 HOSPIFY Password 
Policy). 

 
6. All devices deploying Hospify work profiles must, if possible, have their hard drives 

protected with Windows BitLocker, Apple FileVault or another, equivalent, approved-
password-protected data encryption mechanism. The decryption keys must not be stored, 
printed or copied – all media that is encrypted which cannot be decrypted for any reason 
is considered lost. 

 
7. Hospify reserves the right to verify correct and complete deletion of any BYOD work 

profiles when the individual ceases using the device in question and/or ceases involvement 
with the company.  

 
8. Password use within a Hospify BYOD work profile must comply with the protocols 

specified in ISO27001 HOSPIFY Password Policy.  
 
9. Removable media connected to devices deploying a BYOD work profile must comply 

with the protocols specified in ISO27001 HOSPIFY Media Disposal Policy. 
 
10. Any authorised back-ups of company data must be stored on an AES256 encrypted 

hard-drive protected with a 12-digit password. 
 
11. When accessing the Hospify Google Drive or any other Hospify web-based services via 

web browser, HTTPS shall be used and the user shall only connect via a WiFi-network 
that is WEP or WPA2 password-protected. 
 

12. The default password must be changed on all routers and firewalls, including those that 
come with a unique password pre-configured (e.g. BT Hub) You can change the default 
password by logging into the web interface for the device (often located at 192.168.1.1 or 
192.168.1.254). The replacement password must be set in line with the ISO27001 
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HOSPIFY Password Policy. 
 

13. All Home network routers and all computers used for remote working must have their 
internal and/or software firewalls switched on at all times. The default firewall settings on 
all routers should be set to block other services inside the network being accessed from 
the internet.  
 

14. Staff and contractors are responsible for protecting devices deploying Hospify work 
profiles in transit. Devices should never be left unattended and without password 
protection at any time. The ISO27001 HOSPIFY Clean Desk & Clean Screen Policy must 
be rigorously adhered to in all public places.  
 

15. Beyond standard software that is installed by a Windows, Apple, Linux or Android 
operating system, the software listed on the Approved Password Stores or Approved 
Software areas of the ISO27001 HOSPIFY Asset Register, held at:  
 
GDrive/Exec Team/Compliance/ISO27001 MASTER DOCUMENTS/ 
7 – Support/ISO27001 HOSPIFY ASSET REGISTER.gsheet 
 
may be installed in a Hospify BYOD work profile without permission from the CTO or 
CEO. Any software not approved or not in regular daily use should be removed from the 
profile or otherwise disabled. Applications that are no longer supported by the 
manufacturer or which no longer receive security updates must also be removed. 
 

16. Unnecessary or redundant user accounts should be removed from devices used for 
Hospify remote working purposes. Administrator and user accounts should be different. 
The Hospify user profile used for remote working, for example, should not be enabled 
with Administrator privileges. A separate and dedicated Administrator account with a 
unique password should be set up for the device and be used only for the purposes of 
administrating the machine and not for daily work tasks. The Administrator account 
password must be set in line with the ISO27001 HOSPIFY Password Policy. 
 

17. If your systems support two-factor authentication (where you receive a text message, a 
one-time code, use a finger-print reader or facial recognition in addition to a password), 
then you must enable this for Administrator accounts.  
 

18. “Auto-run” or “auto-play” should disabled on all of your systems, in relation to the 
automatic start-up of software held on DVDs, USB memory sticks, or other remote 
storage formats. 
 

19. All “high-risk” or “critical” security updates for operating systems and firmware installed 
within 14 days of release on all remote-working devices. 
 

20. Devices used for Hospify remote working must have approved anti-virus and anti-
malware software installed, and this software must be set to update daily and to scan 
files automatically upon access. Anti-malware software must be set to scan web pages 
you visit and warn you about accessing potentially malicious software. 
 

21. Where you use an app store or an application signing process, you must set software 
installation settings to restrict you from installing unsigned applications. 
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Schedule 12 
 

Starters & Leavers Policy 

 
 

Part 1: Starters 

This policy is to state that all new starters will:  

1. Complete the Hospify Employee Induction checklist, which is available at 
https://www.hospify.com/employee-resources, along with other relevant assets described in 
this policy. (Please ask the CEO or your line manager for the site password). 

2. Read the Staff Handbook and comply with its guidelines at all times. 

3. Read the ISO27001 Employee Awareness Desk. 

4. Complete the NHS Digital Data Security Awareness e-Learning module. 

5. Be given a Hospify.com Gmail address. 

6. Set up a Hospify profile on their computers, under the supervision of the CTO or CEO. 

7. Install the list of recommended software to that profile. Beyond standard software that is 
installed by a Windows, Apple, Linux or Android operating system, the software listed on 
the Approved Password Stores or Approved Software areas of the ISO27001 HOSPIFY 
Asset Register, held at:  
 
GDrive/Exec Team/Compliance/ISO27001 MASTER DOCUMENTS/ 
7 – Support/ISO27001 HOSPIFY ASSET REGISTER.gsheet 
 

8. Sync their device’s hard drive with Hospify Google Drive and Gmail within their Hospify 
profile, and only within their Hospify profile, using approved syncing software. 

9. Only access those areas of the Hospify Google Drive to which they have been granted 
access via permissions granted by the CTO or CEO. 

10. Set up a Hospify work profile on their mobile device under the supervision of the CTO or 
CEO, if work profiles are available on that device. 

11. Protect any computer or device used during the course of their employment at Hospify 
with an approved password, as defined in the Password Policy held at: 
 
GDrive/Exec Team/Compliance/ISO27001 MASTER DOCUMENTS/ 
7 – Support/ISO27001 HOSPIFY Password Policy.docx 

12. Be given access to any communications groups or tools required in the course of their 
employment. 

13. During the course of their employment note and report any observed or suspected 
information security weaknesses in systems or services. 
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14. During the course of the employment respond to any security incidents to in accordance 
with the documented procedures as defined in the Hospify Information Security Policy: 
 
GDrive/Exec Team/Compliance/ISO27001 MASTER DOCUMENTS/ 
7-Support/ISO27001 HOSPIFY Information Security Policy.docx 

 
 
Part 2: Leavers 

This policy is to state that any Hospify leaver will, on leaving the company’s employ, assist the 
company in completing a leaver’s checklist including, but not limited to:  

1. Deactivating Hospify Google Drive and Hospify Gmail access. 

2. Securely deleting Hospify profiles and copies of any Hospify documents on BYOD 
devices. 

3. Returning any Hospify assets under their control as listed in the company’s Asset Register. 

4. Returning their office access key fob and/or ID, if such have been issued. 

5. Deleting any passwords for third-party service accounts used by Hospify from any 
password locker. 

6. Requesting that the CTO or CEO change any company passwords that may persist 
beyond the term of their employment. 

7. Deactivating or remove accounts from any hosted services used by Hospify. 
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Schedule 13 
 

Data Protection Policy 

 

1. About this policy 

1.1 During the course of our activities we, Hospify Limited (“Hospify”), will process personal 
data (which may be held on paper, electronically, or otherwise) about our staff and we 
recognise the need to treat it in an appropriate and lawful manner, in accordance with 
the UK Data Protection Act 2018 (“DPA”). The purpose of this policy is to make you 
aware of how we will handle your personal data. 

1.2 This policy does not form part of any employee's contract of employment and we may 
amend it at any time. 

2. Data protection principles 

2.1 We will comply with the eight data protection principles in the General Data Protection 
Regulation (“GDPR”) and DPA, which say that personal data must be: 

2.1.1 Processed fairly and lawfully. 

2.1.2 Processed for limited purposes and in an appropriate way. 

2.1.3 Adequate, relevant and not excessive for the purpose. 

2.1.4 Accurate. 

2.1.5 Not kept longer than necessary for the purpose. 

2.1.6 Processed in line with individuals' rights. 

2.1.7 Secure. 

2.1.8 Not transferred to people or organisations situated in countries without adequate 
protection. 

2.2 "Personal data" means recorded information we hold about you from which you can be 
identified. It may include contact details, other personal information, photographs, 
expressions of opinion about you or indications as to our intentions about you. 
"Processing" means doing anything with the data, such as accessing, disclosing, destroying 
or using the data in any way. 

3. Fair and lawful processing 

3.1 We will usually only process your personal data where you have given your consent or 
where the processing is necessary to comply with our legal obligations. In other cases, 
processing may be necessary for the protection of your vital interests, for our legitimate 
interests or the legitimate interests of others. The full list of conditions is set out in the 
DPA. 
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3.2 We will only process "sensitive personal data" about ethnic origin, political opinions, 
religious or similar beliefs, trade union membership, health, sex life, criminal proceedings 
or convictions, where a further condition is also met. Usually this will mean that you have 
given your explicit consent, or that the processing is legally required for employment 
purposes. The full list of conditions is set out in the DPA.  

4. How we are likely to use your personal data 

4.1 We will process data about staff for legal, personnel, administrative and management 
purposes and to enable us to meet our legal obligations as an employer, for example to 
pay you, monitor your performance and to confer benefits in connection with your 
employment.  

4.2 We may process sensitive personal data relating to staff including, as appropriate: 

4.2.1 information about an employee's physical or mental health or condition in order to monitor 
sick leave and take decisions as to the employee's fitness for work; 

4.2.2 the employee's racial or ethnic origin or religious or similar information in order to monitor 
compliance with equal opportunities legislation; 

4.2.3 in order to comply with legal requirements and obligations to third parties. 

5. Processing for limited purposes 

We will only process your personal data for the specific purpose or purposes notified to you or 
for any other purposes specifically permitted by the DPA.  

6. Adequate, relevant and non-excessive processing 

Your personal data will only be processed to the extent that it is necessary for the specific 
purposes notified to you. 

7. Accurate data 

We will keep the personal data we store about you accurate and up to date. Data that is 
inaccurate or out of date will be destroyed. Please notify us if your personal details 
change or if you become aware of any inaccuracies in the personal data we hold about 
you. 

8. Data retention 

We will not keep your personal data for longer than is necessary for the purpose. This means 
that data will be destroyed or erased from our systems when it is no longer required.  

9. Processing in line with your rights 

9.1 The DPA and GDPR provide the right for individuals to: 

9.1.1 Request access to any personal data we hold about you. 

9.1.2 Prevent the processing of your data for direct-marketing purposes. 

9.1.3 Ask to have inaccurate data held about you amended. 
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9.1.4 Prevent processing that is likely to cause unwarranted substantial damage or distress to 
you or anyone else. 

9.1.5 Object to any decision that significantly affects you being taken solely by a computer or 
other automated process. 

10. Data security 

10.1 We will ensure that appropriate measures are taken against unlawful or unauthorised 
processing of personal data, and against the accidental loss of, or damage to, personal 
data.  

10.2 We have in place procedures and technologies to maintain the security of all personal 
data from the point of collection to the point of destruction. We will only transfer 
personal data to a third party if he agrees to comply with those procedures and policies, 
or if he puts in place adequate measures himself. 

10.3 Maintaining data security means guaranteeing the confidentiality, integrity and 
availability (for authorised purposes) of the personal data. 

11. Providing information to third parties 

11.1 We will not disclose your personal data to a third party without your consent unless we 
are satisfied that they are legally entitled to the data. Where we do disclose your 
personal data to a third party, we will have regard to the eight data protection principles 
of the GDPR. 

12. Subject access requests 

12.1 If you wish to know what personal data we hold about you and what we do with it and 
why, you can request this from us. We ask that this request be made in writing to 
info@hospify.com. We will respond to your request within 30 days.  

13. Breaches of this policy 

13.1 If you consider that this policy has not been followed in respect of personal data about 
yourself or others you should raise the matter with your line manager. Any breach of this 
policy will be taken seriously and may result in disciplinary action. 

14. Training 

14.1 Hospify will ensure that staff are aware of data protection principles and are trained 
appropriately. 
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