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Introduction 
 

Data security and the NHS 
 
Between 2014 and 2017 the NHS self-reported 1440 data breaches1. In the years 
preceding 2015 the NHS was fined £1.3m by the ICO for data breaches. This did 
not then include any fines for data breaches due to insecure messaging because 
at the ICO was not then fining the NHS for breaches around messaging in order 
to try and encourage the NHS to adopt a more open approach to sharing data 
without constant risk of reprisal. However, the ICO’s light touch is due to come to 
an end now that the EU’s new General Data Protection Regulation (GDPR) has 
been enshrined in UK law, removing its ability to exercise its previous discretion in 
this area.  
 
The NHS is the worst performing public sector body when it comes to data 
breaches. Unlike other public bodies it is mandated to report data breaches by 
the Department of Health. Anyone running a GP practice, a private health 
practice or a health trust must publicly report any data breaches that occur 
within their business, and the business is liable for 2%-4% of its total annual 
turnover in fines for each one.  
 
This is the tough new regulatory environment in which the consequences of 
hospital staff using non-compliant communication apps like WhatsApp, Viber, 
Facebook Messenger, Snapchat, Slack, Skype and Telegram are going to be very 
severe.  
 
When designing its message delivery and information security architecture in 
2015, Hospify carried out detailed discussions with the Information 
Commissioner’s Office about the legislative landscape around secure messaging 
in health. As a result, Hospify combines cutting edge technology and powerful 
security with careful consideration of UK and EU rules for handling patient 
information. It is ISO27001 and NHS IG compliant and has been approved for 
use by multiple healthcare institutions in the UK.  

 
  

                                         
1 ICO Disclosure log: https://ico.org.uk/about-the-ico/our-information/disclosure-log/irq0627704/. 
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GDPR & UK Data Protection 
 
The EU’s GDPR guidelines were incorporated into UK law as part of the 2018 UK 
Data Protection Act. This has a series of important implication for those 
responsible for handling patient identifiable health data, implications that will 
remain in force for the foreseeable future, regardless of whether or not the UK 
exits the European Union as a result of Brexit. 
 
"GDPR brings a more 21st century approach," noted Information 
Commissioner Elizabeth Denham in a speech on the subject. "The right of 
consumers to data portability is new, as is mandatory data breach reporting, 
higher standards of consent, and significantly larger fines for when companies get 
things wrong."  
 
 

What's wrong with normal chat apps? 
 
Consumer chat apps like WhatsApp, Viber, Facebook Messenger, Snapchat, 
Slack, Skype and Telegram might be encrypted but encryption on its own is not 
enough to make them align with UK and EU health data protection 
regulations. Have you ever received a picture on WhatsApp? Have a look in 
your phone's main photo gallery. The picture will most likely appear there, as well 
as in WhatsApp itself.  
 
This is because nearly everyone's devices automatically backup such pictures to 
cloud services that are likely to be geographically-located outside of Europe. 
Even if you switch the feature off, gaffs by Apple and others can mean it get 
switched back on without your knowledge. And of course, these apps send 
messages via non-European cloud services as a matter of course and, worse, store 
them there beyond the easy access of subject data access requests. 
 
These are just some of the many ways in which standard consumer apps fall foul 
of the law when it comes to patient-identifiable health data. For more 
information on the specific way in which these chat apps contravene health data 
regulations, please see the document Hospify Security FAQ, which is available for 
download from https://www.hospify.com/client-resources. 
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What is Hospify?  
 
• An instant messaging tool for use by anyone in health 

 
• Not just encrypted, but secure and compliant (NHS IG, UK DPA, GDPR) 

o Data encrypted on device 
o End-to-end encrypted with open standards 
o No media back-up to cloud services 
o Data deleted from transmission servers after delivery (texts: 72 hours; 

images: 32 days) 
o In-app PIN code 
o Message content NOT shown in notifications 

 
• GDPR compliant 

o All data kept within the EEA 
o No metadata sharing 
o Data deletion policy enforced 

 
• NHS IG Toolkit (Org code: 8JN92) 

 
• ISO 27001:2017 accreditation (Registration number: 214722) 

 
• ICO registered (ZA239336) 

 
• US encryption export registered (SNAP-R ERN R11191) 
 

How does Hospify help? 
 
• Replaces all insecure messaging (e.g. SMS, WhatsApp, Messenger, unsecured 

email) 
• Easy-to-use, familiar interface with received/read indicators 
• Enables users to be GDPR and NHS IG compliant, so reduces risk of data 

breach and fines 
• No need to anonymize patient data 
• Works on mobile networks, not just hospital Wi-Fi 
• Enforces deletion of messages on the free mobile version; allows for long term 

message storage and data export on the paid-for desktop version 
• Protection for lost devices (In-app PIN and auto-deletion) 
• No expensive and insecure integration required 
• Keeps legal responsibilities for data within existing frameworks 
• Allows direct connection between patients and clinical staff while protecting 

personal privacy 
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Legislation & Regulation 
 
When designing its message delivery and information security architecture in 
2015, Hospify carried out detailed discussions with the Information 
Commissioner’s Office about the legislative landscape around secure messaging 
in health.  
 
At the time, and possibly still, the NHS was the worst performing public sector 
body when it came to data breaches, but unlike other public bodies the NHS is 
mandated to report data breaches by the Department of Health. In the years 
preceding 2015 the NHS was fined £1.3m by the ICO for data breaches. This did 
not then include any fines for data breaches due to insecure messaging because 
at the ICO was not then fining the NHS for breaches around messaging in order 
to try and encourage the NHS to adopt a more open approach to sharing data 
without constant risk of reprisal. 
 
However, the ICO’s light touch is due to come to an end when the EU’s new 
General Data Protection Regulation comes into force in May 2018, and removes 
its ability to exercise as much discretion in this area.  
 

Architecture & data ownership 
 
Clearly a secure and auditable server architecture with properly gatewayed user 
authentication-based information routing is a pre-requisite of any messaging 
system that aims to stay within guidelines for the transmission and storage of 
patient-identifiable health data.  
 
However, this requirement already discounts many existing solutions, as all servers 
must be physically located within the European Economic Area (EEA). Most 
potential competitors use at least some servers based in North America, and the 
Safe Harbour exemption used to permit use of North American servers for other 
kinds of sensitive data (e.g. PCI data) do not extend to health data and, in any 
case, came to an end in 2015. In addition, some of the larger commercial cloud 
infrastructures on the market – Google’s, for example – will not permit the levels 
of auditing required by legislation.   
 
Hospify’s decision to use secure servers exclusively located within the EEA is 
therefore key to its model. However, secure architecture is just one of the boxes a 
technology operating in this space will have to tick. 
 
To understand the others, we need to understand that as a provider of secure 
messaging in the health sector, Hospify’s legally defined role is that of data 
processor. The individual hospital Trusts whose staff are using Hospify will have 
the legal role of the data controllers. They are the data controllers regardless of 
whether or not they directly procure Hospify’s services, because they are 
the employers of the people who’ll be using it in the course of their work (even if 
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those employees have the app on their own phones and pay for it with their own 
money).  
 
Bring Your Own Device (BYOD) policies mean that hospital staff can own the 
device - and software - they use at work. These policies do not mean that staff 
therefore own the data on that device, if it is generated in the course of their 
employment. The Trusts own that data. It also means that staff who use non-
compliant messaging services in the course of their work are technically in breach 
of their employment contracts, as they are not complying with their employer’s 
duties and responsibilities as data controllers.  
 
Both of these facts have an important bearing on the nature of the commercial 
opportunity that exists for Hospify. 
 

Fair process 
 
In order to satisfy their respective legislative requirements as data processor and 
data controllers, Hospify, Trusts, Trusts, Surgeries and other medical institutions 
have to satisfy fair process for the generation and use of data. The key 
question to ask here is: 
 

What is the expectation for an individual around generation, sharing, 
storage and use of any data that is owned by them or that concerns 
them? 

 
Crucially for Hospify, a consent model (i.e. one in which individuals have to 
actively consent to the activity involving their information every time it takes 
place) is not a requirement here (interestingly, many NHS bodies do not 
understand this).  
 

Fair process without consent 
 
There are various criteria that allow you to justify fair process without consent. 
 
i. You have to have a legal gateway for the information. 
 
Trusts are such a legal gateway, and they get this status by dint of their role as 
deliverers of medical care. Staff using medical apps in the course of their work 
are availed of this legal gateway. 
 
 
ii. You have to meet Schedule 2 and Schedule 3 conditions of the 
Information Act.  
 
These conditions include consent conditions, but you don’t have to meet all the 
conditions in order to justify fair process. You can meet the conditions of health 
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and legitimate intent, and not meet the conditions of consent, and still behave 
within the bounds of the act.  
The ICO has advised Hospify will be acting within the bounds of the act if meets: 
 

• The Schedule 2 condition of legitimate intent 
• The Schedule 3 condition of medical purposes 

 
 
iii. You have to give individuals (i.e. patients) fair expectation 
 
The Information Act specifies that fair process requires that you give the 
individuals whose data is to be used a fair expectation of how that data is going 
to be used. What this means in practice is that the data controller (i.e. each 
Trust) has to tell people that it’s handling data in this way, and also tell them 
why it’s handling data in this way. Each data controller will have several privacy 
notices (normally posted on their websites), and in practice all a Trust wishing to 
permit its staff to use Hospify needs to do is include a statement in their online 
privacy policy saying that they will be using data in this manner (i.e. allowing 
clinicians to message each other using Hospify’s secure framework). The rule is, to 
quote the ICO’s Head of Health, Dawn Monaghan: “To ensure fair 
process, individuals don’t have to ask (i.e. actively consent), but Trusts do have to 
tell (i.e. post their privacy policy online).” 
 

The role of NHS England 
 
The ICO has been pushing NHS England for some time to adopt this kind of 
blanket privacy policy on behalf of the whole NHS, but NHS England has not 
been making it a priority. The ICO would like NHS England to do a national 
public awareness national campaign aimed at educating both the public and 
clinicians in the way that health data is used now, to avoid the PR debacle 
caused by the Care.Data initiative. Such a campaign would not negate the need 
for each Trust to post its own policy with regard to its use of Hospify’s platform, 
but it would make it easier for Trusts to post such a policy if they were more 
aware that by doing so they were part of a national strategy.  
 
The ICO’s view is that the public does not have a problem with the sharing of 
health data if it is done in order to help improve communication around care 
provision. To quote Dawn Monaghan again: “What patients cannot accept is 
being told that their data is being used for research purposes, while their medical 
records can’t seem to find their way from GP to hospital and back again (even 
though there is nothing legally preventing the latter from being facilitated!).” 
There is clearly a role here for medical app companies like Hospify to lobby NHS 
England and NHS Digital to do this kind of campaign, to the benefit of all app 
providers, and this lobbying is something that Hospify intends to undertake (and 
indeed has already initiated) as part of its marketing strategy.  
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Audit trails 
 
There are four key aspects to data audits that Hospify and its users need to be 
aware of and abide by: 
 
i.       Accuracy  
 

• The accuracy of any data held is important. This applies to the contact 
database side of the app, rather than to the secure messaging side. 
Accuracy of data that is messaged would only be important if it were kept 
and subsequently used for (medical) diagnostic purposes. Hospify’s 
deletion policy – that all data is removed from the servers from the app 
after delivery, and from users’ phones within a maximum of 30 days – is 
specifically designed to limit this liability. 

• For the same reason, Hospify does not integrate with the official patient 
electronic health record. Apps that offer this kind of integration are in 
effect declaring themselves available for this kind of data audit, and 
therefore making and their users liable for the accuracy of data 
transmitted by them, as well as jeopardising their status as a data 
processor.  

• For contact data policies and practices should be in place to 
ensure accuracy of data. Messaging users to check and update their 
personal contact data every 6-12 months is one such system, and Hospify’s 
preferred solution.  

 
ii.      Retention 
 

• Restrictions around retention of data apply to the messaging aspect of the 
app, rather than the contact database. The main principle to abide by is 
that retention of data should not be excessive. It’s actually better not to 
keep data whenever possible, and Hospify abides by this principle, which 
also coincides with the Principle of Data Minimisation in the GDPR.  

• Where the content of a communication over Hospify is pertinent to the 
patient’s official medical record, Hospify’s End User Legal Agreement 
specifies that a user should add that information to the medical record 
using the appropriate existing channels just as they would information 
collected via a face-to-face meeting or a phone call. Information 
generated by a Trust employee within Hospify in the course of their 
employment is the legal property of the Trust, even if the employee has 
installed the app on their own phone, and best practice around uploading 
data to the patient record can and should be enforced via the Trust’s own 
Bring Your Own Device policy.   

• In the situation in which a Trust has a statutory requirement to keep 
communications data for a certain length of time for legal purposes, 
longer periods of data retention can be enabled using the Hospify desktop 
app, which is available as part of the subscription version of the platform, 
the Hospify Hub (https://hub.hospify.com). 
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iii.      Subject Access 
 

• The Data Protection Act allows individuals to request all information that 
is kept about them. But they can only request it if the data controller or 
related data processor has actually got that data. If the data has been 
deleted, there is no requirement to provide it. Hospify’s data retention 
policy thus serves acts to limit its own and its users’ liabilities regarding 
subject access. In other words, if we and our users have a policy to delete 
all data after 30 days, then we’re only liable to produce data pertaining 
to any individual within the last 30 days. 

 
 
iv.      Security 
 
To ensure compliance Hospify is designed:  
 

• to use only EU-based servers,   
• to use end-to-end encryption so that data is passed securely and never 

held at rest,   
• to ensure that chats are only ever held on the relevant users’ phones, 

where they are protected by an in-app PIN code and remain the 
responsibility of the users themselves,   

• to ensure that messages are deleted from the message delivery servers 
after a maximum of 72 hours,   

• to ensure that pictures are encrypted in transit and at rest and are 
deleted from the picture delivery servers after 32 days.   

 
By abiding by these principles Hospify holds the minimum data necessary to carry 
out its service, and no more. This is a principle we call Minimum Viable Data, and 
it’s a key part of our USP, as it means we don’t hold any data that could make us 
vulnerable either to cyber or to legally troublesome patient information requests.  
 
Because all the conversations are in the users’ phones where even Hospify can’t 
access them, if hackers get into our servers they don’t find anything apart from a 
few encrypted messages queued for delivery, and all patient information requests 
stay where they should stay: with the individual clinicians and patients concerned.  
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